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1 Introduction

1.1 Purpose of Document

The DBS client is a local application that uses secure FTP to send batch files containing
patient demographics information to the Spine and receive them once they have been
processed. The Spine will email the user when the file is successfully received and again
when ready for download.

The DBS is used to allow NHS organisations to verify the patient's NHS Number and retrieve
up to date demographics information about them.

This installation guide is intended for users of the Demographics Batch Service (DBS) to
enable these users to install and operate the DBS client on a Windows server, to submit
batch trace records in a file.

The instructions identify the steps required if performing a new installation of the DBS Client
or upgrading from a previous version. Installation of the latest version of the DBS Client is
not mandatory, however the recommendation is to always upgrade to the latest version.

This guide should be read in conjunction with DBS User Guide.

1.2 New Installation
If performing a new installation use the following sections of this document:

e 2. Before Performing a New Installation
e 4. Windows Installation
e 5. New Client End Point Certificate Installation

e 6. Post Installation Tasks

1.3 Upgrade

If performing an upgrade to an existing installation use the following sections of this
document:

e 3. Before Performing an Upgrade
e 4. Windows Installation

e 6. Post Installation Tasks
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2 Before Performing a New Installation

This section details the steps to be performed before installing the DBS Client as a new
installation.

It is assumed that the user performing the installation has logged onto the server with
administration rights in the case of a Windows server or root permissions on a UNIX based
operating system.

2.1 Configuration and Network Access Check

In conjunction with your local Technical Lead it is necessary to test the access to DBS.

The DBS requires that port 443 (TCP) in the local firewall(s) is open outbound to the VIPs
(Virtual IP Addresses) associated with the following Spine service:

e demographic.batch.ncrs.nhs.uk
- Live A 155.231.108.14
- Live B 155.231.108.46

It is essential that access to both Live A and Live B VIPs is allowed for each service.

Using telnet check the above links to ensure connectivity from the client machines follows:
Open a command prompt and enter the following commands:
telnet 155.231.108.46 443
telnet 155.231.108.14 443
telnet demographic.batch.ncrs.nhs.uk 443

If you get anything other than a blank screen you will need to get the IP addresses
added to the local firewall.

Note: Unless specified by HSCIC these will not change.

2.2 End Point Registration

All new DBS Client installations require an end point registration to be performed.

Please Note: The Endpoint Registration Form is only required for new applications, existing
users can obtain security certificates by contacting the National Service Desk.

Complete the DBS End Point Registration (EPR) form and submit it to the DBS
Implementation Team at demographics@hscic.gov.uk.

When completing the endpoint registration form, it must adhere to the DNS Naming Schema
for End Point Sites, details of which can be found at column C within the EPR form.
The naming convention for the DBS is:

Page 5 of 21 Copyright ©2013 Health and Social Care Information Centre


mailto:demographics@hscic.gov.uk

DBS - Installation Guidance for Windows v3.0 Final 21/04/2015

e DBS-<ODS Code>.<Organisation name>.nhs.uk
An example:
e DBS-RZZ.anytowntrust.nhs.uk

You should receive endpoint information from HSCIC within 7 days.

Once the registration is complete and approved you will be provided with an ASID number to
be used when installing the software and confirmation of the FQDN (URL).

2.3 Installation Prerequisites

The following prerequisites need to be fulfilled before commencing the new DBS Client
installation.

e The host environment must have the following minimum software environment: Java
Runtime Environment 1.7
e |tis recommended that the host system has a minimum memory of 1Gb RAM.

e Sufficient HDD space for the client and the log files. It is recommended to allocate
additional space on the server/PC hard drive for archive reports and sent/received
folders.

e Since the service provides access to patient identifiable data, it is recommended that
the software is installed on a server or in a secured environment. Users can either
authenticate directly onto the server or have shares established to the inbox and
outbox folders.

¢ An initial Administrator's email address. This email will be used by the DBS to send
confirmation of receipts and collections of files processed and is entered during the
installation. This can be changed following the installation see section 6.2 for details.

The filenames for submission via the DBS client are restricted to the basic 36 character set
of ‘A’ to ‘Z’ (both upper and lower case), 0 to 9, hyphen and underscore with period permitted
for the separation of filename and suffix.
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3 Before Performing an Upgrade

This section provides instructions to how to perform before upgrading an existing DBS Client
installation.

It is assumed that the user performing the installation has logged onto the server with
administration rights in the case of a Windows server or root permissions on a UNIX based
operating system.

3.1 Take Backup of Existing Installation

Before commencing an upgrade to the DBS Client a backup of the existing installation
should be taken.

Navigate to the folder containing the <DBS_APP_HOME>folder.
Take a copy the <DBS_APP_HOME> folder into a 01dDBS APP HOME folder.

Note: The configuration data stored in the DBS Client folder is not overwritten by the
installation, however it is recommended that a backup is taken in the unlikely event that there
are issues and the previous version needs to be restored.
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4 Windows Installation

4.1 Overview

The following sections describe the installation method for installing the DBS Client on a
Windows server. The following steps should be followed if performing a new DBS Client
installation or an upgrade to an existing DBS Client installation.

4.2 Install Software on Windows

Step 1:

Download the latest installer package to a local drive.

Step 2:

Extract the zip file into a temporary directory and change to the extracted directory.

Ensure that the jar file is executable, right click on the file, select Properties and check the
type of file shows as Executable Jar file

B dbsinstaljar Properties |

General |Sec1.|nt).f| Details I Previous Versions I

5 Idhsinstal.jar

Type of file;:  Executable Jar File { jar)

Cpens with: (£ Java(TM) Platform SE b Change... |

Location:

Size: 525 MB (55,069,951 bytes)

Size on disk: 525 MB "R 70 70 huteal

Created: 3 March 2015, 13:48:2%
Modffied: 13 October 2014, 14:47:27
Accessed: 3 March 2015, 13:48:34

Attributes: [T Readonly [~ Hidden v Archive

Security: This file came from another 4|
computer and might be blocked to Unblock
help protect this computer.

ok | cancel | gl |

Figure 1 - Confirm that the jar file is executable (windows)

Step 3:

Run the file by either double clicking on it or Right-click on the jar file and select Open With,
then select the appropriate Java Runtime. Alternatively the jar file can be executed using the
following command:

e Java —Jjar dbs-installer-installer.jar
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Step 4:
The following screen will be displayed:
Click the Next button

[] IzPack - Installation of HSCIC DBS Client

D‘@Q h

(Made with |1zPack - http://izpack.org/)

= Welcome to the installation of HSCIC DBS Client 2.0.4!

Welcome

Step 10f 9

[ E>Next i Wguit ]

Figure 2 - Installation Step 1 of 9 (Windows)

Step 5:

You will be prompted to select the installation path the installation process will suggest a
path; this can be changed using the Browse button if required.

Note: Selecting the Quit button will stop the installation process.

Click the Next button.

{Made with 1zPack - http://izpack.org/)

r > Al
F7] IzPack - Installation of HSCIC DBS Client [E=NEER
Target Path
Step 20f 9
[ select the installation path:
C:\Program Files\DBS2_APP_HOME

[ Gerevioss | [ B hext || @auit |

Figure 3 - Installation Step 2 of 9 (Windows)

Page 9 of 21

Copyright ©2013 Health and Social Care Information Centre



DBS - Installation Guidance for Windows v3.0 Final 21/04/2015

Note: If the target directory does not exist you will be warned that the installer will create it.

r 2 Y
Message @

@ The target directory will be created:
C:\Program Files\DBS2_DATA_HOME

I OK J [ Cancel

Figure 4 - Warning that directory will be created (Windows)

If the target directory does exist you will be warned that the installer may overwrite files in

this directory.

Target Path

Step 20f 9

Warning!

The directory already exists! Are you sure you want to install here and possibly overwrite existing files?

Ye J[ No

{Made with 1zPack - http://izpack.org/)

[ @Previous H Li-s)Next H @Quﬂt ]

Figure 5 - Warning that directory already exists (Windows)

Step 6:

You will now be prompted to select the path where the DBS data will be held. This is where
the submitted batch files will be stored. Response files from Spine will also be stored in this
location.

Select “Yes’ if you want the directory to be created by the installer.

The installer will make a suggestion for this location, this can be accepted or enter the
desired value directly or navigate to the directory using the Browse button.

Click the Next button.
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r 1 Y
F] 1zPack - Installation of HSCIC DBS Client l‘:’—@@

User Data

Step 30f 9

Select location for data files

C:\Program Files\DBS2_DATA_HOME

{Msade with 1zPack - http://izpack.org/)

l @Erevious ]{ E-:»>uext H oguit }

L =

Figure 6 - Installation Step 3 of 9 (Windows)

Note: If the target directory does not exist you will be warned that the installer will create it.

r oy B
Message &

@ The target directory will be created:
C:\Program Files\DBS2_DATA_HOME

| OK f [ Cancel

Figure 7 - Warning that directory will be created (Windows)

Note: If the target directory does exist your installation will use this folder and not prompt.

Step 7:
You will now be prompted to provide the Organisation Details

Please enter the ASID that was produced as part of the EPR process this is a 12 digit
numeric and should include all leading zeros.

Note: The installer will verify that the details entered match the formatting mask for an ASID,
however no verification of the value beyond that is performed.

Click the Next button.
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E] IzPack - Installation of HSCIC DBS Client = | =l g

User Data

Step 40f 9

Organisation Details

Organisation ASID:

(Made with |zPack - http://izpack.org/)

[ <3 Previous H B> Next H © uit ]

Figure 8 - Installation Step 4 of 9 (Windows)

Step 8:

You will be prompted to provide an initial Administrator’'s email address. This email will be
used by the DBS to send confirmation of receipts and collections of files processed.
Note: Additional email reciepts can be added and removed following installtion.

Click the Next button.
7] IzPack - Installation of HSCIC DBS Client ol e

User Data

Step 50f 9

Administrator Email Address

Administrator Email: ||

{Made with IzPack - http://izpack.org/)

| €aprevious H D Next J[ © it ]

Figure 9 - Installation Step 5 of 9 (Windows)

Step 9:
The installer will now detail the Installation packages.

If you are happy with your installation so far then click the Next button.
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Otherwise you can either return to a previous page using the Previous button or you can

stop the installation using Quit.

E-; IzPack - Installation of HSCIC DBS 'C!ien!_

Select Installation Packages
Step6of 9 |

6% Select the packs you want to install:

DBS Files

Q Note: Grayed packs are required.
B Main Application 128.06 MB
44KB

Description
The core java files required for the application

Total space Required:
Available space:

(Made with IzPack - http://izpack.org/) -

128.1MB
85.29 GB

[ @previoss | EoNext | [ @out |

e 3

Figure 10 - Installation Step 5 of 9 (Windows)

Step 10:

The installer will now summarise the installation tasks it will perform.

If you are happy with your installation so far then click the Next button.

5 IzPack - Installation of HSCIC DBS Client

ol

Summary Configuration Data
Step 7of 9

Installation will proceed with the following settings. Press Next ko continue.

Target Path
C:\Users'stba9'Desktop'DBS_APP_HOME
Select Installation Packages

Main Application

DBS Files

(Made with IzPack - http://izpack.org/)

[ @previoss || e |[ @out |

Figure 11 - Installation Step 7 of 9 (Windows)
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Step 11:

The installer will now install the required packages, once it has completed the following
screen will be displayed:

Click the Next button

Step 12:

F7] 1zPack - Installation of HSCIC DBS Client [E=NEER )

Installation

Step 8 of 9

8 pack installation progress:

E—————ree——————————y
8% Overall installation progress:
.22 |

(Made with |zPack - http://izpack.org/)

@rrevioss | [ ED Next | WQ‘“ ]

Figure 12 - Installation Step 8 of 9 (Windows)

The Installer will now summarise its actions.

Once you are satisfied press Done.

F] EzPack - Installation of HSCIC DBS Client [E=NEEE
Installation Finished
Step9of9 |
I (Made with 1zPack - http://izpack.org/)
€2 Done

Figure 13 - Installation Step 9 of 9 (Windows)

The DBS Client has now been installed successfully.
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5 New Client End Point Certificate Installation

This section describes the end point certificate configuration required if performing a new
installation of the DBS client.

Note: This section does not have to be performed if upgrading from an existing DBS Client
as the end point certificates will already be installed in the <DBS_APP HOME>\keystore
folder. If the new client was installed into the same folder as the previous version, the
keystore folder will not have been overwritten by the installation.

5.1 End Point Certificate Association

This step provides information on how to associate the certificates that were generated as a
result of the End Point Registration process with the DBS client that has been installed.

The NHS Certificate Enrolment website also has links to download the Root CA and New
SUB CA certificate(s).

5.2 Downloading the Certificates from the ESW Interface

To access the ESW browse to the following URL. This is the URL to import DIGITAL
Certificates to create the secure environment for mutual authentication.

The URL to access the Live ESW interface is:
https://esw.national.ncrs.nhs.uk/cda-cgi/clientcgi?action=start or
https://portal.national.ncrs.nhs.uk/esw/

Note: it is strongly recommended that the following steps are performed using Internet
Explorer. Other browsers may not enable you to save the certificates correctly.

Note: If you receive a warning “Revocation information for the security certificate for this site
is not available. Do you want to proceed?” Click the Yes button to continue.

5.3 Download the DBS Signed certificate

As part of the registration process an FQDN (url) was created, use this in the following step:

From a command line navigate to the <DBS_APP_HOME> directory in the DBS client
installation directory and perform the following command:

keystore-tool.bat Generate CSR [FQDN] EDT.csr

Please Note: Do not to include the [ ] brackets as this is accepted but will generate incorrect
certificates.
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C:~DB52_APPS_HOME>kevustore—tool_bat Generate_CSR DBS.teszt_nhs.uk EDT.c=r
INFO KeyStoreGenerator — Generating publics/private key pair

INFO HKeyStoreGenerator — Public-private key pair generated

INFO KeyStoreGenerator — Generating CSR

INFO HKeuyStoreGenerator — CSR generated
INFO KeyStoreGenerator — Finizhed

C:~DBS2_APPS_HOME:>

Figure 14 - Generating the Certificate Signing Request

This will create the certificate signing request in the <DBS APP HOME>\keystore folder as
EDT.csr. Please send this file to the DIR team (DIR@HSCIC.Gov.uk) and include the Site
details including the ASID and FQDN. They will then return a certificate which should be
saved to the <DBS APP HOME>\keystore directory with a name of servercert.bin

5.4 Downloading the RootCA

Go to the ESW interface https://esw.national.ncrs.nhs.uk/cda-cgi/clientcgi?action=start or
https://portal.national.ncrs.nhs.uk/esw/
Click the Install RootCA cert (DER format) link from the menu (left panel).

/5 NHS Certificate Enrollment Service - Windows Internet Explorer provided by HSCIC -10) x|
T =
(€] 0. O x| 8| +1| (2 NHS Certificate Enrolment S
File Edit View Favorites Tools Help
i2 B ePr Overridet! [l Google @ webEx B EPS2 GoLive Portal [ DIR Ticket System 1 [ checdt P i~ B - L - Page v Sefetyr Took+ @+
NHS Certificate Service m
Close
. ~
ROOT CA Certficates
The NHS Certificate Services @
Service
The NHS Cerlificate service issues public certificales signed by a
T trusted certification authority (CA). The signed certificates are
\ % typically used for end-point systems to establish a secure
NEW SUBCA Certificates \,A_\/,. - communication session with Spine via the TLS protocol
-

Use After 07/07/2012

These services are now provided by the CIS application, for more
information please click the link below

Do you want £o open or save rootca.cer (1019 bytes) from portal.national.ncrs.nhs.uk?> S

Open save |v| Cancel o
L100% v

Figure 15 - Download the rootca.der (ESW)

Save the certificate in the <DBS APP HOME>/keystore directory with the default name of
rootca.

5.5 Downloading the SubCA

Click the Install New SUBCA cert (DER format) link from the menu (left panel).
Note: Take care to select the correct SUBCA, as old SUBCA are no longer supported.
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/& NS Certificate Enroliment Service - Windows Internet Explorer provided by HSCIC B [=[ ]
{63 = |@ htips: fportal.nato... O ¥2| (2 s Certificate Envoliment 5... T A 1)

Fle Edt View Favorites Toos Help

4 Bl err overridenn Bl Google ) webEx Bl EPS2 6o Live Portal [ DIR Ticket System 1 (B chedkt %~ B - ) e - Page~ Safety~ Took+ @)=

NHS Certificate Service m

ROOT CA Certficates ~

The NHS Certificate Services ﬁ
Service

The NHS Certificate service issues public certificates signed by a
frusted certification authority (CA). The signed certficates are
typically used for end-point systems to establish a secure
communication session with Spine via the TLS protocal.

NEW SUBCA Certificates
Use After 07/07/2012

These services are now provided by the CIS application, for more
information please click the link below.

Do you want to open or save rootea.cer (1019 bytes) from pertal.national.ncrs.nhs.uk? L3

Open Save |v|  Cancel

H100% -

& Save As =
@Qvl < PersistentDataD... » CPIS APP_HOME + [4][ Searcn C HOME o]
Organize ¥ New folder = @
B Downloads  *  Name ’ Date modified Type

5] Recent Places
T No items match your search.
i Libraries
[% Documents
& Music g
i Pictures
[ Videos

18 My Computer VDI-
&, WINDOWS ()

s PersistentDataDis

’

7

Figure 16 - Download the newsubca.der (ESW)

Save the certificate in the <DBS APP HOME>/keystore folder with the default name of
newsubca.

From the command prompt (navigating to the <DBS_APP_HOME> directory again if
required) run the following commands (order is important) to import the signed certificate and
the root ca and sub CA certificates:

keystore-tool.bat Import CA Cert rootca.der ca cert
keystore-tool.bat Import CA Cert newsubca.der subca cert

keystore-tool.bat Import Signed Cert servercert.cer
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6 Post Installation Tasks

This section details post installation tasks that need to be performed when performing either
new installation or upgrade.

6.1 Installation Verification

Upon a successful installation the directory structure (shown below) will be created in the
specified locations and loaded with the DBS software.

[ C:\DBS_APP_HOME

File Edit View Favorites Tools Help }.
Qe - () T Dseach [ordes | [
Address |@ C:\DBS_APP_HOME Vl G
Mame Size  Type Date Modified
File and Folder Tasks 2 0 =em File Folder 241042014 11:03
£9 Wieke a new Folder (config File Folder 24{04/2014 11:03
i D)irel.7.0_51 File Falder 24/04)2014 11:03
2] PW“:gs'“ this folder ta the Db File Folder 24i04i2014 11:03
£ shrs ths Foder [C)Uninstaller File Folder 24{04/2014 11:03
.installationinformation SKB IMSTALLATIOMINF... 24f04/2014 11:03
[Fkeystare-taal bat 2KE M3-DOS Bateh File 24f04)2014 11:03
Other Places Y 1= logd.xml 1KE %ML Document 10f02j2014 11111

e Local Disk (C:)

Figure 17 - DBS Application Directory structure (Windows)

& C:\DBS_DATA_HOME
Edit Wiew Favorites Tools  Help
@ Back = J \ﬁ: /.ﬂl Search i Folders v
Address ‘@ C:\DES_DATA_HOME W ‘
Marne Size  Type Date Modified
File and Folder Tasks 21 (3 aRcHIVE File Folder 24(04/2014 11:03
(29 Mako a e Flcr [ File Folder 24j04/2014 11:03
- [I0UTBOX File Folder 24f04/2014 11:03
Q m:gsh s el i [CIREPORTS File Folder 24/04/2014 11,03
ked Share this folder
Other Places *
o
Figure 18 - DBS Data Directory structure (Windows)
Folder Description

DBS Client installation folder

BIN Contains the DBS executables and scripts

Config Contains the configuration files for the DBS Client.

Keystore Contains the keystore where the certificates are secured. This
directory is generated during the Generate CSR process is run.

Lib Contains the DBS client library files.

Logs Contains the logs that are generated by the Client during its
operations. This directory is generated when the DBS Client runs.

Uninstaller The Uninstaller for the DBS client.

DBS Data directory

INBOX

Contains any files that are to be sent to DBS
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OUTBOX The Client will place any files received from DBS in this directory.
ARCHIVE Archive of processed files under relevant subdirectories
ARCHIVE/FAILED If a message fails then the DBS Client will move the message to this

directory. The end user needs to be proactive and investigate this
directory when checking results.

ARCHIVE/SENT Successful messages are moved here.

REPORTS Upload reports will be placed in this directory.

6.2 Email Administration

From version 2.0.0 of the DBS Client, the details of email addresses are maintained within
the client's configuration. The following types of email addresses are maintained:

e Administrator Email Address - The email address of the DBS Administrator(s) who will
be the primary point of contact within the organisation.

e Default Email Addresses - These emails will be notified of the progress of DBS batch
requests regardless of the Organisation defined in the DBS Batch File.

e Organisation Specific Email Addresses -

The Administrator Email Address is configured during the DBS Client installation but the
other email address should be configured before the submission of DBS Batch requests.

Email Addresses can also be supplied in the Footer of the DBS Query File so that additional
people will be notified about the status & progress of specific files. A comma separated list
of emails prefixed by "990" will be accepted in the final row of the batch file:

"990userl@org.nhs.net,user2@org.nhs.net"

The maintenance of the email addresses is performed from the command line using a script
which is located in the <DBS_APP HOME>\bin folder within the DBS Client installation
folder. On Windows clients this is called runDBSEmail admin.bat and can be executed
from Windows command tool.

6.2.1 View Current Email Addresses

To get a list of all of the currently configured email addresses then execute the following
command:

runDBSEmail_admin.bat list
Example Output:
Administrator Email: dbs_admin@test.com

Organisation Specific Email Addresses

Default Email: test@test.com,test2@test.com
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Org Code: XX07 Email:test@xx07.nhs.net

6.2.2 Changing Local DBS Administrator Email Address

To alter the email address designated as the local DBS Administrator then execute the
following command, supplying the new email address of the local administrator:

runDBSEmail_admin.bat setAdmin dbs_admin@org.nhs.net

6.2.3 Changing Default Email Addresses

To add a new email address to the list of those to be notified for ALL files uploaded from this
installation of the DBS Client:

runDBSEmail_admin.bat addDefault myemail@org.nhs.net

To remove an email address from the list of those to be notified for ALL files uploaded from
this installation of the DBS Client:

runDBSEmail_admin.bat removeDefault myemail@org.nhs.net

6.2.4 Changing Organisation Specific Email Addresses

To add a new email address to the list of those to be notified for files uploaded for a specific
Organisation Code from this installation of the DBS Client:

runDBSEmail_admin.bat add ORGO01 myemail@org.nhs.net

To remove an email address from the list of those to be notified for files uploaded for a
specific Organisation Code from this installation of the DBS Client:

runDBSEmail_admin.bat remove ORGO01 myemail@org.nhs.net

To remove all email address for a specific Organisation Code from this installation of the
DBS Client:

runDBSEmail_admin.bat removeAll ORGO01

To get help on the usage of the script, just execute the script without any additional
parameters from the command line:

Input:
runDBSEmail_admin.bat
Output:
Usage: command [options]

Available commands:

list - List the details of the email addresses associated with organisations

add {orgld} {email} - Add an email address to the list of those associated with an Organisation
addDefault {email} - Add an email address to the list of those which will receive emails for ALL
Organisations

Page 20 of 21 Copyright ©2013 Health and Social Care Information Centre


mailto:test@rj7.nhs.net
mailto:dbs_admin@org.nhs.net
mailto:dbs_admin@org.nhs.net
mailto:dbs_admin@org.nhs.net
mailto:dbs_admin@org.nhs.net
mailto:dbs_admin@org.nhs.net

DBS - Installation Guidance for Windows v3.0 Final 21/04/2015

remove {orgld} {email} - Remove an email address from the list of those associated with an
organisation

removeDefault {email} - Remove an email address from the list of those which will receive emails for
ALL Organisations

removeAll {orgld} - Remove all email addresses associated with an Organisation

setAdmin {email} - Set the email address for the DBS Administrator

6.3 Manual Creation of Sender Files

Once the installation is complete and prior to submission of DBS files, individual SenderID
folders should be created within the INBOX/DBS and OUTBOX/DBS folders.

This will enable the administrator to define appropriate shared folders if required.

Any names may be used and this is to allow the end user to differentiate between the
various users of the DBS client.

6.4 Send a Test Request

The Client can now be used to send a test request to Spine to ensure connectivity. To
perform this action the user should download the test DBS file listed under the Installation
section from of DBS - Installation Guidance found at
http://nww.hscic.gov.uk/demographics/dbs/guidance

Follow the instructions on the website to update the test file for your organisation, then place
the file in the subdirectory of the INBOX\DBS folder and run the Client in validate_send
mode.
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